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INDUSTRY 4.0
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Big Data

@ Cloud computing
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BIG DATA

SONICWALL

Big data

analisar, extrair
sistematicamente
Informacoes

ou de outra forma lidar
com conjuntos de dados
gue sao muito grandes
ou complexos

tratados por softwares de
aplicativos especificos

Acessos distintos do
processamento de dados
tradicionais.

&

* A Nike monitora os habitos

e comportamentos
esportivos do seu publico
dispositivos Wearables

- A empresa de logistica

UPS cruzou os dados dos
sensores veiculares, dos
mapas, da geolocalizacao
e requisitos das
encomendas dos clientes
com a finalidade de
diminuir as distancias
percorridas por ano




IOT — INTERNET OF THINGS

« Uma GELADEIRA que informa que
houve uma queda de energia - e se
durou o suficiente para estragar sua
comida. OU mesmo o Estoque .

- CAMPAINHAS gue mostram quem
esta na porta e permitem que vocé
se comunique com eles de todo o
pais.

- CARROS AUTONOMOS
 SENSORES

- DISPOSITIVOS MEDICOS
DOMESTICOS que podem coletar
dados e transmiti-los diretamente ao
seu médico.

SONICWALL



Fornos

Comando de Voz
Integrados
Entregas

Wi-Fi Connectivity (Dominods)
Preheat, monitor and adjust time and temperature of

your oven from wherever you are

DISPOSITIVOS 10T MAIS QUE
QUADRUPLICARAM NOS
ULTIMOS ANOS

« 127 novos dispositivos IoT ficando online a
cada segundo.

M I E] E m Ingestible S s Electr Monitor Your Guts

® CORONAVIRUS ~ HOW TO GET A VACCINE APPOINTMENT BEST FACE MASKS

Smart contact lenses? It's time to think how wearable 7 B I
technologies will impact on your business

Cirurgias = Tirar fotos
Precisas Medir a glicose
Capsula |nger|vel

Remotas ‘ etc.. 2018 2020
Mede o PH do se

SONICWALL estomago fotos




..E COMO FICA A
PRIVACIDADE E A
SEGURANCA DOS SEUS
DADOS?

SONICWALL



SUPERFICIE DE ATAQUES -

CARROS- HOSPITAIS — CIDADES —NOSSAS CASAS !

Unmanaged
loT Devices

DNS Poisoning
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“calling home”

loT Stacks &
Applications

DDOS &

Penetration
\ On-premise
\> A Azure

\
N
aws
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\ e O Google Cloud
l‘ - S l
’ A Y - i
" i Public Internet
" ® “Random” Routing
Fake
® Server
Stolen SIM Usage
Mal/spyware




Com o aumento do tra
cibercriminosos il
e especialme
protegidos q
porta dos fun

redes corporativa
deteccao.



Aumento de
6 ()/ malware loT em
O 2020

Ate setembro de 2020, o SonicWall registrou
25,6 milhoes de ataques de loT*

SonicWall Threat Report 2021*
SONICWALL




EMBORA VOCE NAO POSSA NECESSARIAMENTE
EVITAR SER ALVO, PODE DIMINUIR MUITO SUAS
CHANCES DE TRANSIGENCIA TOMANDO ALGUMAS
ETAPAS SIMPLES

SONICWALL



USO DE SOLUCOES MACHINE LEARNING

SONICWALL



RTDMI REAL TIME DEEP INSPECTION MEMORY & CSA 1000

Network
Security
Appliances
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CARBURE
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Analyzed
4.2 billion malware attack attempts
from Jan-19 to May-19

. Classified Malware

Streaming Data

Data File
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SonicWall Ecosystem

CSA1000

Y
Bad BLOCK Good

UNKNOWN

CLOUD CAPTURE SANDBOX

0 Hypervisor

© Emulation

@ virtualization
© Memory/RTDMI

> )

until
VERDICT,

Meltdown

<.


https://meltdownattack.com/
https://meltdownattack.com/

PROTEGENDO OFFICE 365 E SUAS APLICACOES NA
CLOUD

SONICWALL



23 Dropbox

& slack box

now
workday:.
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PROTEGENDO SUA BASE DE BIGDATA
ON-PREM OU NA CLOUD
COM ENDPOINT DETECTION AND RESPONSE

SONICWALL



® & ucdev.eng.sonicwall.com (V] d a +

CAPTURE CLIENT P y—

ATTACK VISUALIZATION

Capture Client Management

EpicGamesLauncher.exe

E D R I N T E L LI G E N C E Capture Client Management 9 dtelehowsk @sommw-\
* See entire storyline of threat execution . el
with event statistics, files, processes, Captue Cnt Management - P—
registry keys and actions with detailed L
® ¢ tha B

indicator intelligence

Capture Client Management

9 dtelehowski@sonicwall.com ~

M 5 B
e

9 dtelehowski@sonicwall.com ~

THREAT DETAILS

» Advanced detailed visualization for
SOCs/Threat Hunters with per
process/file detailed analysis

CaptureClient
() SentinelOne:

(0]

SONICWALL Capture Client Management

~ ATTACK STORYLINE

@ Dashboard

View Process or File: [Process 4]: FortniteLauncher.exe

UnrealCEf SubProcess.exe

BETTER N G AV FortniteLauncher.exe ' UnrealCEFSutho—-;r“;;ss

High»accuracy Protection e ; 0 (8)  Created at: 5/29/2018 11:34:03 PM
//Lf,. ndpoint Remediation and Rollback S o ; A Nome Pt BLamter g
__— Best-in-Class for MacBooks \

— Application Vulnerability Intelligence

““““ PID: 10840
Arguments:

-AUTH_LOGIN=unused
:@ AUTH_PASSWORD=c1eed34e6ad64baaBf2a45aaBcf52bc9 -
AUTH_TYPE=exchangecode -epicapp=Fortnite -epicenv=Prod -

ice.ex EBEDaisy.sy EpicPortal
File
@ Created at: 5/16/2018 11:53:56 PM
° O Patn:
EpicGamesLauyncherexeold...

o °
SYN E RG l Z E S W | TH S O N l C WALL TEC H N O LO GY ( q BEDagisy.sy \Device\HarddiskVolume1\Program Files\Epic
Unified Management and Reporting FortniteC {. i g@ Games JteLauncher exe
Capture ATP Integration \ \\ Veraton: St d vt
DPI-SSL Certificate f\/1anagemen{ q Advanced View @Processes (@Executable Files @System Files  @Other Files i Details:

* Executable

\ Firewall Enforcement RT D M I A n al yS I S » RAW DATA REPORT &  SHA1: e569892582d234ef7199f1b6532830f41b8aaca
Content Filtering Events

RollbackFeature S —
SONI CWALL i dPared Advanced Tatics Techniques And Common Knowledge



https://attack.mitre.org/matrices/enterprise/

PROTEGENDO SUA BASE DE IOT

SONICWALL



loT & Security As a Service Edge & SD-WAN SONICWALL

“The Future of Network Security is in the Cloud” -Gartner, 2019
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Multiple virtualized networking I WireGuard  Regional/Branch WlREGU D
Centralized Policy Control On-Prem Network ~ Connector Offices

|dentity Driven
New VPN Technology | = =~ WireGuard tunnels — == IPsectunnels =T = TLS/HTTP(S), RDP, VNC, SSH |
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AUTENTICACAO SASE
UTMS INTEGRADOS
INTELIGENCIA ARTIFICIAL,
CRIPTOGRAFIA
SANDBOXING AVANCADOS

SONICWALL



()

1- Proteja seu roteador

L

SONICWALL




) L

2- Mantenha-se atualizado

SONICWALL




3- Seja experiente em senhas

SONICWALL




4- Aproveite a autenticacao de dois fatores

SONICWALL




5- Dividir e conquistar

SONICWALL




6- Busque a melhor solucao

SONICWALL




100000

Sensores em todo o mundo

28000 000

Ataques bloqueados diariamente

140 000

Amaestras de malware coletadas em um dia




SONICWALL SECURITY PORTFOLIO
PARA

SOLUCOES IOT E BIG DATA

Ht _

SonicWall Switches

0, [«
LR T T KT

[

TZ2270,370,470

TZ 670, TZ 570 Network

Security

» Capture ATP with RTDMI

* Virtual/lhardware appliances
* Wireless network security

* SSL and IPsec VPN

* CSA 1000 & NSSP 15700

Email
Security

0365 / G Suite protection
* Anti-spam / phishing
* Multi-engine sandbox

« Email fraud
prevention

Network Security Manager

NSM On-Prem HA
Analytics SAAS 365

CSa 1000

(=)
N

Capture

Security Center

Capture

Client

Endpoint
Security

EDR —Capture Client

* Enforced Next-Gen AV

* DPI-SSL cert management
* Unique rollback capability
* Machine learning based

Cloud
Security

Web protection and threat
management
Data leak prevention
Cloud app security
SD-WAN
Cloud Edge Secure

Seguro

<

Threat Protection

HOSTED EMAIL SECURITY

L@

Email Continuity ~ DLP + Compliance

Cloud App Security

Zero Touch!!

SASE -CLOUD EDGE

Wireguard /
OpenVPN (TLS) /




THANK YOU

SONICWALL
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https://www.sonicwall.com/
https://www.facebook.com/SonicWall/
https://www.linkedin.com/company/sonicwall
https://twitter.com/SonicWALL
https://www.instagram.com/sonicwall_inc/

